SONORAN DESERT SECURITY USERS GROUP(SDSUG) (@)

WEDNESDAY, NOVEMBER 01, 2017
Founder/President SDSUG - Leo J. Hauguel, CISSP, NSA-TAM
Chairperson SDSUG - Stephen Mintz, CISSP, CEH

0745 - 0830 Registration/Refreshments compliments of our Meeting Sponsor Malwarebytes
e NETWORKING with your SDSUG Members from around the State of Arizona
0830 - 0900 Business meeting — Leo J. Hauguel, CISSP, NSA-IAM
e Future of SDSUG; Website;
e November Election of Officers Discussion; Restructure

0900 - 1015 <“Malwarebytes Report: Cybercrime Tactics and Techniques Q3 2017”
e Cameron Naghdi, Sr. Systems Engineer, Malwarebytes

1015-1030 Break & Networking - Refreshments compliments of our Meeting Sponsor Malwarebytes
1030- 1145  “Panel Discussion about Privacy Issue Answers with Current Cryptography Investigation
Methods -"
° Paul M. Schaaf, MSIS - Special Agent Phoenix FBI, Cyber Crimes Unit
. Erik Graham, CISSP, ISSAP, CEH, Manager - Security Incident and Investigations - Marsh &
McLennan Companies
. Dr. Rebecca Wynn, DHL, MBA, CRISC, CISSP, CASP - (2017 CPO of the Year), Sr. Director,
Information Security, Matrix Medical Network
1145-1200 ASAS DEMO - Gerad W. Claseman, President of ASAS
o TBD - Disabled Veteran and Service Animal
1200-1300 LUNCH & Networking time - Compliments of our Meeting Sponsor Malwarebytes
1300- 1415 “DEFCON 25 (2017) Part 1 of 2”
e Erik Graham, CISSP, ISSAP, CEH, Manager - Security Incident and Investigations - Marsh &
McLennan Companies
1415-1430 Break & Networking - Refreshments compliments of our Meeting Sponsor Malwarebytes

1430 — 1545 “DEFCON 25 (2017) Part 2 of 2”
e Erik Graham, CISSP, ISSAP, CEH, Manager - Security Incident and Investigations - Marsh &
McLennan Companies

1545 - 1600 Closing Remarks — Leo J. Hauguel - CISSP, NSA-IAM

The 2018 Confirmed SDSUG Wednesday Quarterly meetings are as follows:
UAT: 2-21-2018; 5-9-2018 Rio Salado College: 8-8-2018; 11-7-2018

Please mark your calendars now and plan to attend one of the meetings.

The following are the instructions on how to reserve your seat at the WEDNESDAY, NOVEMBER 01, 2017,
Sonoran Desert Security User Group Meeting (SDSUG) (®). Admission to the meeting is FREE but be willing
to SHARE information with other professionals in your field of expertise.

WHEN: WEDNESDAY, NOVEMBER 1, 2017
TIME: 0745-1615
Rio Salado College Conference Center - CAPACITY IS 150!
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Take the Next Step

http://www.riosalado.edu/locations/tempe/Pages/default.aspx
2323 W. 14th Street
Tempe, AZ 85281

PERSONAL CELL#: 623-826-1940 - Leo J. Hauguel, CISSP, NSA-IAM

R.S.V.P. IS REQUIRED FOR THIS MEETING!
Please register with your EventBrite reservation by WEDNESDAY, OCTOBER 25, 2017!

The Eventbrite will be used for RSVP’s for the SDSUG Quarterly Meeting on November 1, 2017,
at the Rio Salado College Conference Center, Tempe, AZ. Here is the EventBrite URL where you
can go to Register for the event.

https://www.eventbrite.com/e/sdsug-4th-quarter-meeting-tickets-37953880077?aff=es2

Remember, once you have an EventBrite ID/PSWD set up, you can use the same ID/PSWD for ALL
Events that require EventBrite tickets. You can also CANCEL your Ticket if you find you can’t make
the event you registered for.

Directions:
https://www.bing.com/mapspreview?FORM=Z9L H2


http://www.riosalado.edu/
http://www.riosalado.edu/locations/tempe/Pages/default.aspx
https://www.eventbrite.com/e/sdsug-4th-quarter-meeting-tickets-37953880077?aff=es2
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Title
“Malwarebytes Report: Cybercrime Tactics and Techniques Q3 2017”

Speaker
Cameron Naghdi, Sr. Systems Engineer, Malwarebytes

Biography
Cameron Naghdi is a Sr. Systems Engineer from Portland, Oregon. Cameron has worked for multiple
endpoint technologies and has supported every vertical from retail and healthcare up to Federal/Civilian
agencies and the Department of Defense. Beyond working for Malwarebytes, Cameron spends his time
working on the technology advisory board of 802Secure and is Co-Founder and CTO at FilechecklO.
Cameron also gives presentations on the threats of today as well as solutions for tomorrow’s biggest
security challenges for both security contractors and corporations alike.
Summary
Malwarebytes labs publishes quarterly reports covering the threat landscape — based on unique and
proprietary research conducted by Malwarebytes researchers and analysts. This presentation will cover
findings from the Q3 report.
Previously, in our Q2 2017 report the Malwarebytes team saw a significant shift in dominance of new
threats and infection techniques from the first quarter of 2017. Some of the key takeaways from the Q2
2017 report included:
e Ransomware continued to dominate with the utilization of new techniques such as NotPetya and
WanaCry
e Exploit Kit and Malicious Spam (malspam) lead the way for distribution

We expect to be able to share insightful and relevant findings from Q3 of 2017.

Contact Information
Jessica Bowling | Inside Marketing Representative
Malwarebytes | 3979 Freedom Circle, 12th Floor | Santa Clara, CA | 95054
Office: +1.866.766.7914 | JessicaAB@sales.malwarebytes.com
http://www.malwarebytes.com

Peter Brownell

Regional Vice President-West at Malwarebytes
Santa Barbara, California Area
Pbrownell@malwarebytes.com



../../../../../../../AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/7CD3S7TV/JessicaAB@sales.malwarebytes.com
http://www.malwarebytes.com/
mailto:Pbrownell@malwarebytes.com
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Anthony Getto

Photo & Full Contact Information

Cameron Naghdi
Sr. Systems Engineer, Malwarebytes
cnaghdi@malwarebytes.com

Malwarebytes (AZ, CO, NM, UT) Territory Manager
agetto@malwarebytes.com

972-741-5593
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Title

“Panel Discussion: Privacy Issue Answers with Current Cryptography Methods”

Speaker

Paul M. Schaaf, MSIS — Special Agent Phoenix FBI, Cyber Crimes Unit
Dr. Rebecca Wynn, DHL, MBA, CRISC, CISSP, CASP
Erik Graham, CISSP, ISSAP, CEH, Manager - Security Incident and Investigations (Facilitator)

Biography

Special Agent Paul M. Schaaf is a Cyber Agent assigned to the FBI Phoenix Division. SA Schaaf has a
Masters Degree in Computer Information Systems and Bachelors Degree in Finance. SA Schaaf worked
in computer systems in the financial sector before joining the FBI in 2003. SA Schaaf has worked Cyber,
Civil Rights, Fraud, Extortion, Intellectual Property and Innocent Images cases in his career. SA Schaaf
has the unique distinction of having the first Spam Case go to trial which involved an international spam
operation that operated out of 4 countries.

Summary
Contact:

Paul M. Schaff, MSIS

Special Agent Phoenix FBI, Cyber crimes Unit
paul.schaaf@ic.fbi.gov

602-725-9713



mailto:paul.schaaf@ic.fbi.gov
tel:602-725-9713
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August 23, 2017

CPO - Rebecca Wynn

SC Media Reboot Leadership | Awards

Rebecca Wynn
Senior director, information security
Matrix Medical Network

CPO - Rebecca Wynn Name: Rebecca Wynn
Title: Senior Director, Information Security

Company: Matrix Medical Network

Why nominated: Described as a consummate professional, Rebecca Winn has been lauded as a “game-
changer who is ten steps ahead in developing and enforcing cybersecurity and privacy best practices and
policies.

Profile: A privacy by design advocate and practitioner, Rebecca Wynn has won kudos for her work at
LearnVest where she was vice president of enterprise security, privacy and compliance. She drew praise
from
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Benjamin Herman, co-founder of BuzzIn LLC, for making privacy “the number one concern” for
employees and clients. Indeed, she sits on the Global Privacy and Security by Design (GPSbyDesign) -
International Council.

At Matrix Medical Networks, she's responsible for overall security strategy, security architecture
development, and security programs to ensure compliance with industry standards including SOX,
HIPAA, HITECH, and HITRUST CSF requirements as well as manage corporate security risks. As the
company's most senior security team member, Wynn is responsible for all data, security planning,
implementation and overall security operations. She is spearheading a comprehensive security program -
including crafting, implementation, continual testing and improvement.

The nature of Matrix Medical Networks' business requires that its particularly sensitive data be
protected. The company’s nurse practitioners visit with health plan members in their homes to gain
understanding of what's need to support their care. The information gathered is vital to healthcare
providers and health plan services but its sensitive and personal nature requires compliance with both
privacy and security best practices and regulations.

What colleagues say: | met Rebecca roughly 10 years ago, and during that time, I have had the pleasure of
getting to know her as a person, as well as speaking at many events with her. She is a global advocate of
security and Privacy by Design, and has always been steps ahead of the industry. I would highly recommend
Rebecca for senior leadership and executive roles, as well as speaking engagements in governance,
regulations, global security, risk and privacy. | look forward to continuing to see grow in global influence,
while reaching out to groups on a personal level. She is very engaging, and her light shines bright wherever
she goes!

- Ann Cavoukian, executive director, The Privacy and Big Data Institute at Ryerson University
https://www.scmagazine.com/cpo--rebecca-wynn/article/683383/

https://www.scmagazine.com/reboot-awards-2017/section/7740/
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Named 2017 Cybersecurity Professional of the Year - Cybersecurity Excellence Awards, and named to
the Global Privacy and Security by Design (GPSbyDesign) International Council, Dr. Rebecca Wynn
CISSP, CRISC, CASP, CCISO is a "big picture™ thinker who brings over 17 years of experience in
Information Security, Assurance & Technology. Recently she lead the information security, privacy, and
compliance pre-acquisition, acquisition, and post-acquisition of LearnVest, Inc. to Northwestern Mutual
Life Insurance Company - a Fortune 100 company. She is well known for being a gifted polymath, having
deep understanding of current cyber security challenges and privacy issues. Now with Matrix Medical
Network as the Head of Information Security, she works with the talented and passionate team to take
the company to the next level of excellence. https://www.linkedin.com/in/rebeccawynncissp/

Contact Information:

Dr. Rebecca Wynn, DHL, MBA, CRISC, CISSP, CASP
RebeccaWynnMBA@cox.net

(602) 570-1420 cellular
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SPEAKER: Looking forward to the He said She

said discussion/debate "Privacy Issues vs Current
Cryptography Investigation Methods" between
myself Rebecca Wynn, CISSP, CRISC, CASP, CCISO

and Special Agent Paul Schaaf, at the Sonoran

Desert Security User Group (SDSUG) on Wednesday,
November 1, 2017 at the Rio Salado College
Conference Center in Tempe, AZ. SA Paul M. Schaaf is
a Cyber Agent assigned to the FBI Phoenix Division.
He has the unique distinction of having the first Spam
Case go to trial which involved an international

spam operation that operated out of 4 countries.
Named 2017 Cybersecurity Professional of the Year

- Cybersecurity Excellence Awards, Named 2017

Chief Privacy Officer of the by SC Magazine, and
named to the Global Privacy and Security by Design
(GPSbyDesign) International Council, Rebecca Wynn
has been lauded as a “game-changer who is ten steps
ahead in developing and enforcing cybersecurity

and privacy best practices and policies." SDSUG has
grown to be one of the largest security user groups in
the world with over 950 members. SDSUG meets on

a quarterly basis and is open to any IT professional
concerned about the security of information systems.
You can go to the www.sdsug.org website for more
information and tickets.
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Title
“DEFCON 25 (2017) — Part 1 of 2 & Part 2 of 2”

Speaker

Erik Graham, CISSP, ISSAP, CEH, Manager - Security Incident and Investigations
Marsh & McLennan Companies

Biography

Erik Graham is the Security Incident and Investigations Marsh & McLennan Companies. He is
responsible for designing the security architecture that protects Marsh & McLennan Companies
information assets from a wide range of risks.

Erik has been working in the computer industry for over 20 years with over 18 years directly focused on
computer security / information assurance. He has worked in a wide variety of both logical and physical
security areas related to computer network attack (CNA) and computer network defense (CND).

Currently he is working in multiple areas such as cloud computing, risk assessment and management,
mobile device management, malware analysis, and threat intelligence.

Erik has a Bachelor of Science from the University of Phoenix, a Master of Science in Information
Assurance from Norwich University and holds multiple industry certifications to include CISSP-ISSAP,
CISM, CRISC and CEH.

Summary
With every passing day the challenge of protecting information systems increases. Information systems

are becoming more complex which in combination with users who want more functionality with greater
ease of use leads to an ever increasing risk. Staying current on security risks is critical to the protection
of those information systems. In this presentation we will cover one of the best ways to stay on top of
emerging security risks - DEFCON. Defcon is the largest meeting of hackers in the US and it is one of
the best ways to see and understand the new risks and more importantly their impact on your
information systems. If you attended great; be ready to tell us what you learned. If you didn’t attend,
shame on you; but don’t worry we’ll fill you in on some the most interesting presentations.

Contact Information

Erik Graham, CISSP, ISSAP, CEH, Manager - Security Incident and Investigations
Marsh & McLennan Companies
MMC Global Technology Infrastructure | Information Security Engineering
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2325 East Camelback Road, Suite 600, Phoenix, AZ 85016
Work +1 602-337-6203 | Mobile +1 602-284-4497 | FAX +1 602-522-6499
Erik.Graham@mmc.com | www.mmc.com

Photo of Erik Graham

—
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